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Portable Storage Policy
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This document outlines the best practices for Johor Port Berhad (JPB) and Johor Port Logistics Sdn Bhd (JPL) staff on the usage of portable storage devices. These types of storages are easily lost or stolen, and often do not implement adequate security safeguards to prevent unauthorized access to the data they store. This policy highlights specific measures that staff should take when using these types of storages, to ensure their data is secure. 
Scope

The portable storages include, but not limited to the followings:

· Palm-held and pocket computers 

· PDA (Personal Digital Assistants)
· Mobile phones
· USB portable storage (thumb drive)
· Removable/external disk drives

· Iomega zip, jaz and pocket zip disks

· Small memory cards (e.g. Sony memory sticks, compact flash memory, smart media cards, multimedia cards, secure digital memory)
· Tape media

· Other storage media, including cd-roms, DVDs, floppy disks
Policy

1.1 Physical security
· Any individual connecting any portable storage to any pc or storages in JPB’s network must obtain authorization from their respective heads prior to the connection.  The connecting of the portable storage automatically renders the use of that storage subject to JPB’s rules, irrespective of whether or not it is being used to process work or company-related data.

· Individuals who are authorized to use a portable storage to process company-related data must do all that is reasonable to keep the storage, associated media and the data contained therein secure at all times.

· Data must not be carried on any portable storage unless the data is adequately secured. 

· All data should be scanned using an up-to-date anti-virus program before being transferred to/from the storage.

· Personal data should not be stored/processed on any portable storage unless it is possible to take all appropriate steps to ensure the security of the data. 

· When storages are used to record, store, process, or transmit data as part of your employment as a member of JPB’s staff, you should take such appropriate measures to ensure the security of the storage, in accordance with the PC & Network usage policy. You should always protect access to your storage by using a password or personal identification number (pin), if at all possible. Whilst this will not provide complete security, it will often prevent casual interception of the data, for example, in some cases of loss or theft. You should be aware that anyone stealing or finding storage might be able to use it to gain access to the staff network and do untold damage not only to your data but that of many others. User should report to ICT HOD when this equipment was stolen or stolen immediately.  Disciplinary action to be taken subject to result of Investigation Report.
· The company considers portable storage as an important means of data storage and recognizes the importance of proper control to ensure the data do not fall into the hands of unauthorized persons. Therefore the company wishes staff to adhere to the above guidelines.
1.2 Personal Storage
· Personal storage is not allowed to be used at the workplace without prior approval from respective HOD.

· The company reserves the right to inspect the personal storage. 

· All the business information stored in the personal storage or notebooks shall be treated as confidential and it is the owner’s responsibility to ensure the information is well kept.

	Applicant’s Acknowledgement  

	I have read, understood and acknowledged receipt of Acceptable Portable Storage policy above. I hereby agree to comply with the rules and regulations as stated in the policy and understand that failure to comply will result in severe disciplinary action.

	Name:
	
	Sign:
	
	Date:
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