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PC Usage Policy
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The purpose of this policy is to provide guidelines to all users utilizing the company’s PCs. 

Scope

This policy covers all authorized users utilizing the company PCs either stand alone or accessing the company network locally or remotely. 

Policy

1.1 Prohibited Use
· Violations of the rights of any person or company protected by copyright, trade secret, patent or other Intellectual Property, or similar laws or regulations, including, but not limited to, the installation or distribution of copyrighted or other Software products that are not licensed for use by the company.

· Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of any copyrighted Software for which the company or the Authorized User does not have an active license is strictly prohibited.

· Introduction of Malicious Software into the company Network (e.g., Viruses, Worms, Trojan Horses, e-mail bombs, etc.).

· Impersonating or hacking other user’s account and identification in the network or computer system or allowing use of an Authorized User’s account by others for any reason whatsoever, either locally connected, from home or other non-office locations.

· The use PC to actively engage in procuring, receiving, possessing or transmitting pornographic material 

· Making personal non company related fraudulent offers of products, items, or services to the company ICT network.

· Executing any form of Network monitoring which will intercept data not intended for the user, unless this activity is a part of the Authorized User’s normal or special job/duty.

· Circumventing User Authentication or Security of any device, Network, or account or using any Program/script/command, or sending messages of any kind, with the intent to interfere with the network via any means locally or remotely.

· Providing information about, company confidential information to external parties.

· Change the configuration specification or set up in the computer, laptop or network system without any form of approval.

· Use of any removable media  (including diskettes ,CDs, thumb drive, external hard disk, memory card etc) at the computer in the network system without ensuring the media free from the threat such as virus that can disrupt the running of the computer and network. 

· Modifying, infringing or adding peripherals, network or internet connections or equipment such as modem, broadband devices, printer, scanner etc. without any form of authorization.

· Change the location from the initial original installation workplace must be written permission from the ICT department.

1.2 User’s Responsibility
· Understand and comply with all the companies security policies meant for all network users.

· Responsible for all hardware, software usage and information under his/her care for the sole purpose of company’s official business only. 

· Secure user’s own password, files in the computer and control the usage of the user’s account, data and application program.

· Usage of the user’s account and computer as well as access to the network system for personal interest must be avoided or limited.

· Responsible for the security of the configuration and operation of the computer under his/her care when accessing services to the Internet (such as WWW or FTP) through the network system.

· Use the computer system, peripherals, software, network system, e-mail facilities and Internet access for the company’s official purposes only.

· Entrusted and solely responsible for the distribution of information in any electronic correspondence.

· Responsible for the hardware, software and network equipment in the network system and prohibited from changing the configuration of the network system. All proposals to add or change the network system equipment such as cables or use of wireless connections must obtain the approval of the Head of Information Technology.

· Ensuring the physical security of the company’s PC assigned to them from theft or any other possible damages.

· Maintaining PC cleanliness at all times.

1.3 Personal Use
Heavy utilization of the computer, peripherals, software and network system for personal and non company related use is strictly prohibited. However a limited amount of personal use is allowed if it adhered to the followings:

· Personal use must always comply with all ICT policies and does not interrupt daily works.

· All personal files are always free from viruses.

· Personal files are only to be stored in the user assigned PC or laptop with a space less than 2GB or 1 % of the total hard disk space, which ever the lower.

· Personal files can be monitored and can be deleted from the computer system by ICT (with proper control and authorization) without any permission from the user.
1.4 Privacy, monitoring and remote support
· Users should have no expectation of privacy while using the company personal computer.  All information passing through or stored in the company ICT asset shall be monitored.

· ICT shall and will use monitoring tools to monitor the use of computers within the organization without informing the user, on a periodic basis.

· Remote support software shall also be installed to effectively support any computer issue, these remote support software shall only include: Remote desktop, JP1, UltraVnc, VNC or Logmein.

· Right to terminate Network User’s access to the Network System in the event of breach of the provisions of this Agreement or in the event of any breach of rules and regulations and acceptable use policies of the Network System. 

· Right to terminate Network User’s access to the Network System, for any reason, without notice. 

1.5 Computer allocations
Allocation and distribution of computer is based on the work requirement and needs. The company reserves the right to withdraw, replace or relocate in accordance with the current requirement and needs of the business.

1.6 Personal PC
· Personal PC are not allowed to be used at the workplace and connected to the company network without prior approval from respective HOD and ICT HOD.

· The personal PCs or notebooks shall comply with the related ICT policies.

· The company reserves the right to inspect the personal PC. 

· All the business information stored in the PC or notebooks shall be treated as confidential and it is the PC/Notebook’s owner’s responsibility to ensure the information is well kept.

	Applicant’s Acknowledgement  

	I have read, understood and acknowledged receipt of Acceptable PC Usage policy above. I hereby agree to comply with the rules and regulations as stated in the policy and understand that failure to comply will result in severe disciplinary action.

	Name:
	
	Sign:
	
	Date:
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