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Notebook and Mobile Computing Devices Policy
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The purpose of this policy is to set out the rules to govern the use of laptop/notebook and mobile computing and the conditions relating to their use.

Scope

This policy covers all authorized users utilizing the company notebook /laptop and mobile computing devices such as tablet pc, handheld terminal, and vehicle mounted terminal, etc either stand alone, accessing the local area network directly or indirectly. This policy is a supplementary policy to the PC usage policy.
Policy

1.1. Physical security
· Each laptop/notebook and mobile computing devices user must take personal responsibility for the security of the equipment, software and data in his/her care.

· User must ensure laptop/notebook and mobile computing devices are never left unattended, and must be always kept at secured and locked place when not being used.

· When travelling by car or other means of transportation, laptop/notebook and mobile computing devices must be stored securely.

· Laptop/notebook and mobile computing devices in any type of vehicles must be stored out of sight when the vehicle is left unattended e.g. in boot.

· Laptops/notebooks should be carried as hand luggage when travelling by public transport.

· User must report to HOD ICT when it is lost or stolen.  Disciplinary action to be taken subject to result of Investigation Report.

1.2. Data Security
· Users of the company laptops/notebooks will be responsible for carrying out regular secure backups of any company data held on the laptops/notebooks to minimize the risk of loss of critical information.  

· Backups should be stored in a different location from the equipment and backup media should be placed in a separate briefcase from laptop/notebook whilst in transit.  

· Users may be required to provide evidence of such backups.
1.3. Virus Protection

· All company laptop/notebook and mobile computing devices have up-to-date Anti-Virus software installed at the time they are issued. The anti-virus system’s database will be updated on a regular basis.

· In no circumstances shall the user delete or disable the anti-virus software, without the authority of the Head of ICT.

· User must ensure all anti-virus pattern files are up to date at all times.

1.4. Safeguard of company or business related information

· Password authentication must be applied on all business related documents;

· encryption must be applied on any highly sensitive information;

· it shall be stored only for the time period when it is actively being used;

· it shall be deleted immediately after use;

· Only the minimum amount of company related information, necessary for the current purpose, shall be stored;

1.5. Access to public wireless hotspot (wifi), broadband or other non company network

· Use of public wireless hotspot or wifi, broadband or other non company network is allowed and all use is still governed by the company ICT policies. 

· User must ensure antivirus, spyware and firewall services are up to date prior to the access.

· Internet pop ups must be disabled from the browser to avoid risk of spyware etc.

1.6. Personal Notebook

· Personal notebook are not allowed to be used at the workplace and connected to the company network without prior approval from respective HOD and ICT HOD.

· The personal notebooks shall comply with the related ICT policies.

· The company reserves the right to inspect the personal notebook. 

· All the business information stored in the notebooks shall be treated as confidential and it is the owner’s responsibility to ensure the information is well kept
	Applicant’s Acknowledgement  

	I have read, understood and acknowledged receipt of Acceptable Notebook and Mobile Computing Devices policy above. I hereby agree to comply with the rules and regulations as stated in the policy and understand that failure to comply will result in severe disciplinary action.

	Name:
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	Date:
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