[image: image1.wmf] 



Network Usage Policy


[image: image1.wmf]Purpose

The purpose of this policy is to set out the rules to govern the use of the company network resources.

Scope

This policy covers all authorized user (with form of authorization) access to the company network resources for both headquarters and branches, wired or wireless. The company network resources currently include but not limited to the followings:

· Active Directory

· File Server

· Network Shared Printer

· Database applications

· Network Shared Folders 

· Internet Access

· Email Access

· Server, database, systems related Administration

Policy

1.1 Prohibited Use
Authorized users having the privilege to access the company network resources must ensure the access for company related purpose only, prohibited use includes but not limited to the followings:

· Divulge, Share or give to others either to other employees or any third parties related or unrelated to the company whatsoever to use their User ID, password or any form of security access.

· Create, store or distribute unlawful material including, but not limited to material which violate the intellectual property rights, trademarks, copyrights, patents or confidential information of other parties related or unrelated to the company. 

· Divulge, disclose or leak intellectual property or trade secrets of the company or other materials which by form and/or nature confidential to the company, to other third parties unrelated to the company without any form of authorization. 

· Intentional deletion and/or change of company business data without any form of authorization.

· Put defamatory, abusive, obscene, indecent, harassing or inflammatory material intending to defame, abuse, harass or inflame the company, other employees of the company or other third parties related or unrelated to the company. 

· Link or deep-link any external websites to the company Network System without any form of authorization. 

· Abuse of company network, inclusive but not limited to the followings:

a) SPAM is defined as mass posting of any message, commercial, non-profit or opinion that is posted to several mailing lists and/or newsgroups at one time. 

b) HARASSMENT is messages or any content that is repeated after warning or notification is given that such notice or content is unwelcome.

c) DEFAMATION is message or content intended to defame certain persons either actual persons (individuals) or artificial persons (companies, etc.) and such message or content is intended to bring such person(s) into disrepute and to cause damage irreparable or otherwise to such person(s).

d) UNSOLICITED ADVERTISING is any commercial, for-profit message or content not requested by the target of such message or content. 

e) PASSWORD MINING is defined as placing sniffers and running password cracking program to obtain password from the computer/server. 

f) HACKING is defined as unauthorized entry or breaking, or attempt to enter or break, into secure systems whether for malicious purpose or not. 

g) SYSTEM CRASHING is defined as an intentional act to disrupt a secure computer/Network System by causing breakdown or “crashing” the computer/server of such system either locally or remotely (by remote access). 

h) VIRUS ATTACKS is defined as spreading computer viruses with intent to disrupt computer/network operation by way of knowingly passing a virus (compiled or uncompiled virion code), trojan horse(s) (destructive programs created and hidden in seemingly normal and harmless programs or documents), time or logic bombs, computer worms, etc. 

· Gain access to the Network System by using administrator passwords or by masquerading as an administrator while using the Network System. 

· Disrupt, modify or interfere with the Network System software or hardware in any way.

· Impede or interfere with other authorized users of the Network System

1.2 Remote Access

Remote access implementations that are covered by this policy include, but are not limited to, dial-in modems, frame relay, ISDN, DSL, VPN, SSH, and cable modems, etc. 

· Any unauthorized remote access to the company shall not be allowed and Network User covenants with the company not to execute any remote access to the company Network System (outside of the company’s premises) without any express authorization from the company. 

· Such express authorization by the company shall be in writing and addressed to Network User only. Such authorization may also be accompanied by other networking rules, regulation, acceptable use policies or new User ID name, the password and any such other security access (if any) suitable for such authorization as deemed fit by the company; and the company reserves the right to allow Network User remote access or, in the event of remote access granted to Network User, to revoke such remote access, and this right is exercisable by the company at its absolute discretion. 

· Secure remote access must be strictly controlled. Control will be enforced via one-time password authentication or public/private keys with strong pass-phrases. For information on creating a strong pass-phrase see the Password Policy. 
· Non-standard hardware configurations must be approved by Remote Access Services, and ICT Security officer must approve security configurations for access to hardware. 

· All hosts that are connected to Johor Port internal networks via remote access technologies must use the most up-to-date anti-virus software and updated virus pattern and this includes personal computers. Third party connections must comply with requirements as stated in the Third Party Agreement. 

· Personal equipment that is used to connect to Johor Port’s networks must meet the requirements of Johor Port -owned equipment for remote access. 
1.3 Data Responsibility

Network User shall be responsible for any data entered into the company Network System, including but not limited to text, database, photographs, etc. which directly have or may have effect on the company business with other third parties related to it OR on matters related to internal operations of the company OR matters relating to any directives issued by the company to its employees. 

1.4 Right of Company

The company reserves the following rights as follows and exercisable at its absolute discretion: 

· Right to post from time to time new networking rules and regulations and acceptable use policies to employees and other authorized users of the company Network System. 

· Right to review, add, edit, copy, move or delete any material entered into the Network System by the employees or other authorized users. 

· Right to terminate Network User’s access to the Network System in the event of breach of the provisions of this Agreement or in the event of any breach of rules and regulations and acceptable use policies of the Network System. 

	Applicant’s Acknowledgement  

	I have read, understood and acknowledged receipt of Acceptable Network Usage policy above. I hereby agree to comply with the rules and regulations as stated in the policy and understand that failure to comply will result in severe disciplinary action.

	Name:
	
	Sign:
	
	Date:
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